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Review: Lecture 7

1. Deutsch's algorithm
» Deutsch's orcal problems
» Four operations and quantum gates
» Deutsch's algorithm
> Discussion

2. Deutsch-Jozsa algorithm
» Hadamard matrix and Kronecker product
» N-bit Deutsch oracle problem

» Deutsch-Jozsa algorithm
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Lecture 8: Quantum

Cryptography

Classic cryptography

¢ Basic concepts

e Symmetric cryptography
e Asymmetric cryptography

Quantum key exchange

e The BB84 protocol
e The B92 protocol
e The EPR protocol

Quantum teleportation

¢ Definition

e Bell basis and its quantum circuit
e Quantum teleportation protocol

o DB AT

2024/6/12

Superdense Coding

¢ Objective
¢ Inverse Bell circuit
¢ Superdense coding protocol
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1. Classic cryptography

m Definition: Cryptography

e Cryptography is the art of concealing messages.

‘ plaintext ciphertext plaintext |
sender L | \ |

T | E i)
@ # ENC — DEC *@

Alice \ % Bob ﬁ receiver

ENC(T, K;)=E, where Kis encryption key DEC(E, K,)=T, where K is decryption key

DEC(ENC(T, K;), K5)=T means that as long as we use the right keys, we can always
retrieve the original message intactly without any loss of information
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1. Classic cryptography

m Examples

e Caesar's protocol

> ENC =DEC =shift(-, -)
» E.g., shift( "MOM,” 3) = “PRP”

e Weakness
> high statistical correlation

Source: http://www.veryhuo.com/a/view/205069.html
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1. Classic cryptography

m Examples
e One-Time-Pad protocol (—REZEIEZ)
> Share the key K One-Time-Pad Protocol
Original message T 0 1 1
KE _ KD = K Encryption key K e 1 1 1
ENC(T,K) — DEC(T,K) = TpK Encrypted message E 1 0 O

Public channel 1 4 |
DEC(ENC(T, K), K) = DEC(T®K, K)

= (T@ K)@ K Received message E 1 0 0
=TH ( K@ K) —{Decryption key K e 1 1 1
=T Decrypted message T 0 1 1
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1. Classic cryptography

m Examples

e One-Time-Pad protocol's issues

» One time only (see Exercise 9.1.4)

> Diffie-Hellman Key distribution
Core idea: One-way function
E.g., modular exponentiation:

:Tl@TQ

g* mod p

Alice Bob

@ Common paint @
+ +
- Secret colours E

—— — 3

. L
Public transpot

[assume
H that mixture se paration H
= 15 expensive) 3

+ +
- Secret colours E

Reference: Crash Course Computer Science 33 Cryptography, https://www.bilibili.com/video/BV1EW411u7th?p=33
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N FERAEL: D-H Z3E3cHR

m Diffie-Hellman Key Exchange
o Alice %£#¥% a, BobikiFEs b (MAFREX)
o MAEIp 1 g NFZERIEIFEDBIES A #0 B,
HEZMR AM B (FEAEE afl b)
o Alice HirJLAF B#]a & s (#3H) , 1 Bob A&
A # b RJLAS HERRIRAE s
e Eve AIE AF B, (EARAIE a1 b, FALAEAH s

Reference: Diffie-Hellman Key Exchange: .1k MEAE 1 & 19 P 52 88 J0 £ X v,
https://zhuanlan.zhihu.com/p/113072558
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«hrEraFL: D-H B3H3cm

m Diffie-Hellman Key Exchange

Alice Bob Eve

Known Unknown Known Unknown Known Unknown
p=23 p =23 p =23
g=>5 g=>5 g=>5
a==6 b b=15 a a b
A =5amod 23 B = 56 mod 23
A=5"mod23=8 B=51mod 23 = 19
B=19 A=8 A=8 B=19
s = B® mod 23 s= AP mod 23
s=19%mod 23 = 2 s=8""mod23=2 s

Reference: Diffie-Hellman Key Exchange:
https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange
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«hrEraFL: D-H B3H3cm

m Diffie-Hellman Key Exchange

o FMIAMMIERZERY, EI:
> Eve A géiEE Al p, g B a
> Eve thABEBIE BFI p, g HH b

\
A= o mod /crapdoor function
& P A g a fhRssm, By, T0

_ b 03 p 2 MRS (SERiBfErh, B
B=g " modp|| o mEams) v
XA B R T .

)

Reference: Diffie-Hellman Key Exchange: H.IEMIE(E 5 ) 7 52 88 6 3 S,
https://zhuanlan.zhihu.com/p/113072558
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1. Classic cryptography

m Private-key cryptography

o K. &<>K, hence K; and K are both kept secret
m Public-key cryptography

o K.>Kyis extremely hard (trapdoor function)

e Only Ky is kept secret, K¢ is open to the public

T T
@ —p  ENC(-.K ) - P | DEC(-K,) —>©
Alice Bob
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1. Classic cryptography

m Public-key cryptography
e Plus side

» No key distribution problem

e Minus sides

> Slower than private-key cryptography
» Temporary fact that Kc>K is extremely hard

(=TFAER, =158, RRETFAHE)
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1. Classic cryptography
Ll

. . F S
m Typical issues Alice i

L. &
e Success communication

(eavesdropper)

e Intrusion detection

> Alice and Bob would like to determine whether Eve
is, in fact, eavesdropping

e Authentication (B9I&IE, IAIE)

» We would like to ensure that nobody is
impersonating Alice and sending false messages

ZHEHR: Ct AT FEALREEZ N S 2 5 XA Alice Fil Bob ZEZEF-? )
https://www. zhihu. com/question/63306763
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2. Observables and measuring

y ® Classic physics
u a I I L, I I I I e e the act of measuring would leave the system in whatever state it
[ J y already was, at least in principle

e the result of a measurement on a well-defined state is predictable,
i.e., if we know the state with absolute certainty, we can anticipate
the value of the observable on that state
= Quantum physics
° ° e systems do get perturbed and modified as a result of measuring
m Motivation
e only the probability of observing specific values can be calculated:
measurement is inherently a nondeterministic process

e Classic world

» Eve can make copies of arbitrary portions of the
encrypted bit stream

» Eve can listen without affecting the bitstream
e Quantum world (Alice sends qubits)

» Eve cannot make perfect copies of the qubit stream
(because of the no-cloning theorem)

» The very act of measuring the qubit stream alters it

2024/6/12 {Quantum Computing) 15



Lecture 6 harles H. B

Y,

Q

m BB84 protocol (Bennett and Brassard, 1984)
e Preliminaries (figg1/4)

> Alice sends Bob a key via a quantum channel (like

one-time-pad protocol)

> Her key is a sequence of random (classic) bits,

perhaps, by tossing a coin

> Alice sends a qubit each time she generates a new
bit of her key
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2. Quantum Key Exchange

m BB84 protocol
e Preliminaries (fig%2/4)
> + and X bases

LN

1

_ T
[1’1]’J§

+={-) N ={[10]",[0,1]"} X={~), | N} = {% [1,1]T}
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A A

2. Quantt

ALY D A2
=7 )

nu

\

m BB84 protocol [ g s Al Fa soR I £ 44

J

e Preliminaries (fig%3/4)
» Cross representation under 'plus' and 'times' bases

(RXFRR, B— 1M EREERI—EE THITERR)

+={—), |1 ={[L0]".[0,1]"} X={N) | /)= [%{—1, 117, %{1,1]1"}

@ U

| \.) with respect to + will be %| P — Ji| ).
| /) with respect to +, will be \%.' )+ v%| ).
| 1) with respect to X, will be %| )+ %| .
| —) with respect to X, will be %| ) — %ﬁ' .
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2. Quantum Key Exchange

m BB84 protocol

e Preliminaries (Fig%4/4)
» Map table between bit and qubit

State / Basis  + X

0) =) )
1) 1IN

e Meaning

» Sender: from bit (0/1) to qubit (arrows)
> Receiver: from qubit (arrows) to bit (0/1)
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State / Basis  + X

o - 1»um Key Exchange

1) o IN

m BB84 protocol
e Step 1 (Alice)

» Randomly determines classical bits to send
» Randomly determines the bases to send bits
» sends the bits in their appropriate basis

Step 1: Alice sends » random bits in random bases

Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Alice’s random bits o 1 1 o0 1 1 1T O 1 0 1 O
Alice’srandombases + + X + + + X + X X X +
Alice sends - N2 RN N SN

Quantum channel by 4 4 ¢ v 4 ¥ v v ¥ I
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State / Basis  + X

o - 1»um Key Exchange

1) o IN

m BB84 protocol
e Step 2 (Bob)

» Randomly determines the bases to receive qubits
» measures the qubit in those random bases

Step 2: Bob receives n random bits in random measurements

Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Bob’srandombases X + X X + X + + X X X +
Bob observes O NN Y S NS N e
Bob’s bits 0 1 1 1 1 0 1 0 1 0 1 0
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Step 1: Alice sends n random bits in random bases

State / Basis -+ X Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Alice’s random bits 0 1 1 0 1 1 1 0 1 0 1 0

‘0) | —}) | /} u I I I Alice’srandombases + + X + + + X + X X X +
Alice sends PN =N e NS N e

1) I IN) Quantumchannel  Juf 4 ¢ ¢ U 4 U U v L U U
ith respect to + will be —=| 1) — —=| —).

- AN L f f

BB84 prOtOCOI | /') with respect to +, will be f' 1)+ f' —).

| 1) with respect to X, will be 2| /) + —=| \).
® Step 2 (Bob) ) with respect to X, will be L| EEETEN)

» Randomly determines the bases to receive bits
» measures the qubit in those random bases

Step 2: Bob receives n random bits in random measurements

Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Bob’s random bases Y + X X + X + + X X X +
Bob observes Y N S e NS N e
Bob’s bits F 1 1 0 1 0 1 0 1 0

P EEL,  BEALEE R Go%El’JIEEﬁi‘E}EK)
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Step 1: Alice sends n random bits in random bases
State / Basis -+ X Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Alice’s random bits 0o 1 1 o 1 1 1 0 1 0 1 0
‘0) | —)r) | /} u m Alice’srandombases + + X + + + X 4+ X X X +
Alice sends — N - N e NS N
1) I IN) Quantumchannel 4 o ¢ ¢ ¢ 4 ¥ L v v U
m BB84 protocol
e Step 2 (Bob)
» Randomly determine the bases to receive bits
» measure the qubit in those random bases
Step 2: Bob receives n random bits in random measurements
Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Bob’srandombases X |+] X X + X + 4+ X X X +
Bob observes AT N 01 - N SN
Bob’s bits 0 1 l\l\l o 1 o0 1 0 1

2024/6/12

H@mu, s M2 (100%0 TEHHEZ )

r“
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Step 1: Alice sends n random bits in random bases
State / Basis -+ X Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Alice’s random bits 0 1 1 0 1 1 1 0 1 0 1 0
‘0) | —)r) | /} u m Alice’srandombases + + X + + + X + X X X +
Alice sends - 1 - N =N SN &
1) I IN) Quantumchannel 4 S fuf ¢ ¢ L v L v v U
m BB84 protocol
e Step 2 (Bob)
» Randomly determine the bases to receive bits
» measure the qubit in those random bases
Step 2: Bob receives n random bits in random measurements
Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Bob’srandombases X + |[X| X + X 4+ + X X X +
Bob observes A N N N e U N
Bob’s bw 1 1.1 o0 1 O 1 O 1 0
—HUEUM, e MRS R (100% 1) IERREER)
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Step 1: Alice sends n random bits in random bases

State / Basis -+ X Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Alice’s random bits 0 1 1 0 1 1 1 0 1 0 1 0

‘0) | —}) | /} u I I I Alice’srandombases + + X + + + X + X X X +
Alice sends - + NI=1r N e NS e

1) I IN) Quantumchannel 4 4 G f4f U 4 v 4 v v U oy
ith respect to + will be —=| 1) — —=| —).

- AN L f f

BB84 prOtOCOI | /') with respect to +, will be f' 1)+ f' —).

| 1) with respect to X, will be 2| /) + —=| \).
® Step 2 (Bob) ) with respect to X, will be L| EEETEN)

2024/6/12

» Randomly determine the bases to receive bits
» measure the qubit in those random bases

Step 2: Bob receives n random bits in random measurements

Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Bob’srandom bases X + X Y + X + + X X X +
Bob observes O NN S e NS N e
Bob’s bits MT 1 0 1 0 1 0 1 0

B, BEHLEESR (0% IEHINA) J
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2. Quantum Key Exchange

m BB84 protocol

e Step 2 (Bob): without eavesdropping

2024/6/12

> consistent bases: 100% correct
> Inconsistent bases: 50% correct

. ) 1 1

| \.) with respect to + will be El ) — ﬁ' —).

| /) with respect to +, will be %| A+ %| ).
: , | 1

| 1) with respect to X, will be 51 )+ 251N

| —) with respect to X, will be %| ) — \/15| ).

> Expected correct rate (ECR): % X1+ % X % =

{Quantum Computing)
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2. Quantum Key Exchange

m BB84 protocol
e Step 2 (Bob): with eavesdropping

e What Eve does?

> Eve reads the information that Alice transmits
> Eve sends that information onward to Bob

2024/6/12 {Quantum Computing)
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2. Quantum Key Exchange

= BB84 protocol @‘i“ /%?
®

e ECR = P(Bob receives correct bit)

e Solution |

» Case 1: Eve v and Bob
» Case 2: Eve x but Bob Vv 5
ob uses the same base

Case 2: Eve gets incorrect bits as Eve (definitely wrong)

—

3 3| [1] [1 11\ 10
ZX1+—X4:XO+§X§> — =62.5%

4 2 16
A
Case 1: Eve gets correct Bob uses different base as Eve

bits and Bob too
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2. Quantum Key Exchange

m BB84 protocol

e ECR = P(Bob receives correct bit)

e Solution Il

Alice

ﬁt ©
®/

Eve Bob
Receiving basis Sending bit (qubit) Receiving basis Receiving bit Probability
(consistent to Alice) (consistent to Alice) (consistent to Eve) (consistent to Alice)

P(V)=1/2 P) =1 1 1] 6
P(W)=1/2 PHW) =1 Py 1'—'1+§'§ =16

P(x) =1/2 P(V)=1/2 ]
P(V)=1/2 P) =1 1 1 1] 3
PW)=1/2 o © > 21271t 31 T 16

P(x) = 12 P(x)=1/2 P(V)=1/2 ]

X) =
P(V)=1/2 PW)=0 1 1 1] 1
Pea) =172 23 127°%22 716
P(x) =1/2 P(N) =1/2
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2. Quantum Key Exchange

= BB84 protocol @‘i“ /C;:?
' ®

e ECR = P(Bob receives correct

e Solygtian |l

B ) /
Receiving basis
L6 .3 1 _10 12 —
P( 16 16 16 16 16 %”E'EZE
o — B4 ABIFECRS I Ll -2
0 T T 1 1] 1
> 221277272 16
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2. Quantum Key Exchange

m BB84 protocol
e Step 3 (Alice and Bob)

» publicly compare which basis they used at each step
» scratch out corresponding bits under different bases

Step 3: Alice and Bob publicly compare bases used

Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Alice’srandombases + + X + + 4+ X + X X X +
Public channel ¢+ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢
On average this
5 . |Bob’srandombases X + X X + X + 4+ X X X +
subsequence is
of length n Which agree? v o v < v v v Y
Shared secret keys 1 1 1 o 1 0 1 0
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2. Quantum Key Exchange

m BB84 protocol

e Step 4 (Alice and Bob)

» Bob randomly chooses half of the n/2 bits
> publicly compares them with Alice

Step 4: Alice and Bob publicly compare half of the remaining bits

Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Shared secret keys 1 1 1 0O 1 0 1 O
Randomly chosen to compare v v v v
Public channel ¢ t ¢ |3
Shared secret keys 1 1 1 0O 1 0 1 0
Which agree? v v v v
Unrevealed secret keys: 1 1 0 1
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2. Quantum Key Exchange

m BB84 protocol

e Step 4 (Alice and Bob)

» Bob randomly chooses half of the n/2 bits

> publicly compares them with Alice

If ECR <1—¢, Eve is listening, scratch the whole
sequence

Otherwise, scratch out the revealed test subsequence
and keep the remains as unrevealed secret private key

2024/6/12 {Quantum Computing)



2. Quantum Key Exchange

m B92 protocol (Bennett, 1992)

e Motivation

> two different bases are redundant for Alice
> But Bob still needs two bases

e Main idea

> Alice uses only one non-orthogonal basis

(| >)1 7)) = {[1,0]11 %{1, 17
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2. Quantum Key Exchange

m B92 protocol
e Step 1 (Alice)

2024/6/12

» randomly determine classical bits to send
» send the bits in the appropriate polarization

Step 1: Alice sends n random bits in the /£ basis

Bit number 1 2 3 4 5 6 7 8 9 10 11
Alice’srandombits 0 0 1 o0 1 o0 1 0 1 1 1
Alice’s qubits - = J - J - A - A 7

Quantum channel ¢ 4 v ¢ ¢ v 4 v v I

{Quantum Computing)
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2. Quantum Key Exchange

m B92 protocol
e Step 2 (Bob)

2024/6/12

>
>

randomly determines the bases to receive bits
measures the qubit in those random bases

m If Bob uses the + basis and observes a | 1), then he knows that Alice must have

sent a | /) = |1) because if Alice had sent a | —), Bob would have received a
| —=).

m If Bob uses the + basis and observes a | —), then it is not clear to him which
qubit Alice sent. She could have sent a | —) but she could also have senta | )
that collapsed to a | —). Because Bob is in doubt, he will omit this bit.

m If Bob uses the X basis and observes a | \), then he knows that Alice must have
sent a | —) = |0) because if Alice had sent a | /), Bob would have received a

/)-

m If Bob uses the X basis and observes a | ), then it is not clear to him which
qubit Alice sent. She could have sent a | /) but she could also have senta | —)
that collapsed to a | /7). Because Bob is in doubt, he will omit this bit.

{Quantum Computing)
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m If Bob uses the + basis and observes a | 1), then he knows that Alice must have
sent a | /) = |1) because if Alice had sent a | =), Bob would have received a

[ —).
2 ' I a n t ' I I I I K‘ m If Bob uses the + basis and observes a | —), then it is not clear to him which
° qubit Alice sent. She could have sent a | —) but she could also have senta | /)

m B92 protocol
e Step 2 (Bob)

» randomly determines the bases to receive bits
» measures the qubit in those random bases

2024/6/12

that collapsed to a | —). Because Bob is in doubt, he will omit this bit.

m If Bob uses the X basis and observes a | X}, then he knows that Alice must have
sent a | —) = |0) because if Alice had sent a | /), Bob would have received a
[ 7.

m If Bob uses the X basis and observes a | /), then it is not clear to him which
qubit Alice sent. She could have sent a | /) but she could also have senta | —)
that collapsed to a | 7). Because Bob is in doubt, he will omit this bit.

Step 2: Bob receives n random bits in a random basis

Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Alice’srandom bits —» — J —» A —> A — 24 A A
Quantum channel 46 4 4+ 4 4+ 4 ¢ v v ¥ U U
Bob’srandombases X + X X + X + + X + X +
Bob’s observations N —» J N Ot N —»> > /J 1t -
Bob’s bits 0 ? 7 0 1 0 ? ? 7 1 7?7
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2. Quantum Key Exchange

m B92 protocol
e Step 3 (Alice and Bob)

» Bob publicly tells Alice which bits were uncertain
» they both omit uncertain bits

e Step 4 (optional for intrusion detection)

» Bob randomly chooses half of the n/2 bits
> publicly compares them with Alice

2024/6/12 {Quantum Computing)



2. Quantum Key Exchange

m EPR protocol (Ekert, 1991)

00> + |11 01> + |10
e |dea: entangled state | Qg' > or - >\j§| :

» Prepare a sequence of entangled pairs of qubits
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2. Quantum Key Exchange

m EPR protocol (Ekert, 1991)

e Aims

> Intrusion detection
> Quantum decoherence detection

e Idea

» Measure a qubit in two bases: State / Basis X

X and + bases 10) =) 1)

(same vocabulary of BB84) 1) ESEEES
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2. Quantum Key Exchange

m EPR protocol (Ekert, 1991)
e Step 1 (Alice and Bob)

» Both sides are each assigned one of each of the pairs
of a sequence of entangled qubits
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State / Basis + X

2. Quantum Key Exc_» 1 1»

1) I IN)

m EPR protocol with intrusion detection
e Step 2 (Alice and Bob)

> separately choose a random sequence of bases
» measure their qubits in their chosen basis

Step 2: Alice and Bob measure in each of their random bases

Bit number 1 2 |3 4 |56 7 |8 91110 11 1
Alice’srandombases | X | X [+ | + | X |[|+| X |+[[+]|| X ]| +
Alice’s observations I =1 T 1= ~N ==/ —
Bob’s random bases X| + [+ X [ X||+]| + |+||+]||X] X
Bob’s observations L= =1 7 |/Il=1 1 |=ll=I||/| ~

A

(o]
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2. Quantum Key Exchange

m EPR protocol with intrusion detection
e Step 3 (Alice and Bob)

2024/6/12

» publicly compare what bases were used
> keep only those bits measured in the same basis

Step 3: Alice and Bob publicly compare their bases

Bit number 1 2 3 4 5 6 7 8 9 10 11 12
Alice’srandombases X X + + X + X + + X +
Public channel ¢t ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ T ¢
Bob’srandombases X + + X X + + + + X X +
Which agree? v v v o v o vV
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2. Quantum Key Exchange

m EPR protocol with intrusion detection

e Step 4 (optional for intrusion or disentangled

detection)
» Bob randomly chooses half of the n/2 bits
» publicly compares them with Alice
e Remark

> In Ekert’s original protocol, qubits are measured in
three different bases

> Bell’s inequality is used to detect decoherence
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3. Quantum Teleportation

m Definition: Quantum teleportation (iTiEE

&, EFRIES)

e Quantum teleportation is the process by which
the state of an arbitrary qubit is transferred
from one location to another

m Note (no-cloning theorem)

e Move is possible, copy Is impossible
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3. Quantum Teleportation

m Definition
e Alice has |¢)

e Bob is far from H//
Alice /
e Transmit |¥) from e

Alice to Bob |

Alice Eob
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3. Quantum Teleportation

m Preliminary |
e Canonical basis
> {[0>, [1)}

e Non-canonical basis
. {I0>+|1> |0>|1>}
V2 2
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3. Quantum Teleportation

m Preliminary

e Canonical basis for a single qubit

> {10, 1))

e Non-canonical basis (Bell basis) for single qubit

. {I0>+|1> |0>|1>}
V2 T 2
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':D ['_|:| '_I'.E,T_ Phi _."r f-a I_."r
xXx yEL Chi / ka1/

3 Quantu T |C|CPU|P5|LU uu;salww

m Preliminary

e Canonical basis for two qubits
> {|OAOB>7 |OA]-B>7 |1AOB>7 |1A]-B>}

e Non-canonical basis (Bell basis) for two qubits

» entangled states

’OA]-B> —I_ |1AOB> |OA]-B> T |1AOB>

<Oty = NG and |0~ ) = 2
. i 10405) + [1415) N N 0,05) — [1415)
|(I> > = \/5 and |(I) > \/5
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P

XX

3. Quantun.

m Preliminary

e Bell circuit: Derivation of Bell basis

» Two-dimensional case
0> + |1)

V2

» Four-dimensional case

H|0> = and

L

N
00> = [@7), [10) = |27),

2024/6/12

0) — 11

H|1) = ﬁ

[far/
S kar/

Jsar/

ICICVUI LUULIVI I

/' psay/

Example: [00) — |[®*)

il

CNOT - (H|0) ® |0)) = CNOT - (

1

\/’

10> + (1)

V2

0
1

o)

V2

1
0] 100> + [11)

=[27)

01) = [¥7),

{Quantum Computing)

11> = [T7)




D P '.I'.ET. Phi
XX yEL Chi

3 QuanturT. ICICPUIPSLULIU;SE‘;” =

m Step O
e Alice has a qubit ¢ =a[0) +8I1

2024/6/12 {Quantum Computing)
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3. Quantun.

m Step 1:

sl Phi [ 'faif
yEL Chi [ kat/

Psi /'sat/ , /'psar/

ICICVUI LUULIVI I

HIERMHERYEFLUSARIB

e two entangled qubits are formed as [27).

e one is given to Alice and one is given to Bob

[Yr)
A

H °
B

<5

r 1 1
l%0) lo1) |©2)
2024/6/12

lpo) = V) ®104) ® |08) = [¢) ® [0403),
04) + 1
o) =)@ "‘)fﬁ' 1) @ 0g),

1040B) + [1415)
V2

1040B) + [141p)
V2

«]0)(10408) + [141B)) + BI1)(1040p) + [141

p2) = |Y) ® |®T) = [¢) ®

= («|0) + BI1)) ®

»)

- V2

{Quantum Computing) 52



3. Quantum Teleportation

m Step 2: InEFLCRERT AR TIE
e Alice Iets her [¥? interact with her entangled qubit

[¥)

H
l
H L 4

L/

)
1/

i) 1t 10 i) i)
lo) [©1) |2) l3) |¢4)
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3. Quantum Teleportation

m Step 2
e Alice lets her |4 interact with her entangled qubit

0g) = «[0)(10408) + [1415)) + BI1)(10405) + [1415))

V2
o3) = «[0)(1040B) +11415)) + BI1)(|11408) + [0415))
3 7 :
1
lgs) = =(a(]0) + [1))(10408) + [141p)) + B(|0) — [1))(|1140B) 4+ [041B))

2

= %010000) +1011) + [100) + [111)) + B(]010) + [001) — [110) — [101))).

1
|pa) = 5 (100)(]0) + B[1}) + [01)(BI0) + «[1))

+[10)(|0) — BI1)) + [11)(—B10) + «[1))).
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z, y> — |z, 2Dy A

3.Qug ©rowe @

0l «—e (1 5

10 :>< 10 i o ) ) o
11 11 03>
m Step 2

e Alice lets her |¥” interact with her entangled qubit.

_ 2(0)(10405) + [1415)) + 5'3[&03) + |1418))

l2) 7
o) = «[0)(10408) + 1141B)) + AI1)(J140B) +|0)15))
3 '\/E = | s
1
lpa) = E(a(lo) +11))(1040B) + [141B)) + B(10) — [1))(11.40B) + [041p))

- %(a(|000) 4 1011) + [100) 4 [111)) + B(]010) + |001) — [110) — [101))).

1
|pa) = 5 (100)(]0) + B[1}) + [01)(BI0) + «[1))

+[10)(«|0) — BI1)) + [11)(—B10) + «|1))).
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3. Que ‘ |

m Step 2

=
8
I
S5l
e
SN—
=
/'_|'\
-4
—
S
H
=]
NN

1 1 1
HI1> — [\? Tf }(?) _ { Tf ] B o o e o
V2 V2 V) |00

e Alice lets her |¥” interact with her entangled qubit.

2024/6/12

_ @|0)(10405) + [1415)) + BI1)(10408) + [1415))

l2) 7
_ |«104(10408) + |1 alp))|+ BI1){[1408) +1041p))
lp3) = % :

1
|pa) = i(ﬂf(IO) + 1I)(10408) + [1415)) HA(10) — Il)i(llAOB) +10415))

- %(a(|000) 4 1011) + [100) 4 [111)) + B(]010) + |001) — [110) — [101))).

1
|pa) = 5 (100)([0) + BI1)) +101)(BI0) + 1))
+[10)(«|0) — BI1)) + [11)(—B10) + «|1))).
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B
N

3. Quantum Teleps

m Step 2
e Alice lets her |¥” interact with her entangled qubit.

02) = «|0)(10405) + [1415)) + BI1)(10405) + 1415))

V2
o3) = «[0)(1040B) +11415)) + BI1)(|11408) + [0415))
3 7 :
1
lp4) = E(Q‘(lo) +11))(1040B) + [141B)) + B(10) — [1))(11.40B) + [041p))

- %(a(|000) 4 1011) + [100) 4 [111)) + B(]010) + |001) — [110) — [101))).

2
+110)(«[0) — BI1)) + [11)(—BI0) + «[1))).

The first two qubits is now in a
superposition of four possible states

1
l9a) = 5(100)(«|0) + BI1)) + |01)(BI0) + «[1)) ﬁ
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3. Quantum Teleportation

1
lpa) = E(IOO)((XIO) + BI1)) + 101)(B10) + «|1))

m Step 3: Alice#H{ TN A{110)(@l0) — BN+ [11)(=BI0) + a|1))).

. . AN
e Alice measures her two qubits

e Alice determines to which of the four pgssible
states the system collapses

m Two problems

e Alice knows this state but Bob does nat

e Bob may not have the desired state after Alice’s

measurement
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3. Quantum Teleportation

m Step 4. BobftR}

¢|A| ICEXJHJM

4+ E

SR REIE/VRE

b= . g

e Alice sends copies of her two bits (not qubits) to Bob

e Bob uses that information to achieve the desired state

m Example

1
lpa) = E(IOO)(OIIO) + BI1)) + 101)(B10) + «|1))

B

2024/6/12

4110)(«|0) — B|1))[+ [11)

(—BI0) + a|1))). i

(0 o
= = a|0) + BI1) = [¥)
—p p

Bob’s reconstruction matrices

Bits received |00} |01) [10) [11)

. 1 0 01 1 0 0 1
Matrix to apply
0 1 10 0 -1 -1 0

Pauli

{Quantum Computing)
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3. Quantum Teleportation

m Space-time diagram

Alice X ith /]
A& T

e Stepd

Bob R 45 Alice Wi il 25 R X 4th,
1) - EEARE AT AH N AR 46 1)

Y

reconstruct [}

|904> i
) 7 = Ryt 1'TI5(JU{)J
I
A ) = :
| Tim
5 I
1 Step2 |}, Am:emf
o - o l3) " Alice H H #x
o BT Lo /
AEAT IR
- e Stepl A, Benrang!ed
I
|90|2> !
il 24 PR A~ 2 2 ) ' LU ARFARIB Alice Bob
I
: Space
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wrisissicinz bbbl

EIBIYEFRTE L

P KOB BN = | Y F XN E S —
=B YEFXHiE, SRR : https://www. bilibili.com/video/BVIFC4y1h779
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3. Quantum Teleportation

m Remarks

e After teleportation, Alice has only two classic bits

e Entanglement acts at a super-light speed, but
communication does not (IlfeZemakbseitkl)

e Information teleported from Alice to Bob via qubit
is infinite (FTo554E/ N8, FRLAEREZTCIRRY), but it is
useless to Bob once he make the measurement
(qubit will collapse to a classic bit)

e no particle has been moved at all, only the state
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HREFBTHLINTDE, B@RERLT, 20168

HRY: BV BEESHETEEEFRHFLEYE
> DEAREEFRIFLR
SEE=E)

2 FLU4E & SHH1QET ¥DE FFEmEFEARITHES L2 ME L.
FZRIBISHOKC EMEFEA S LHITIIE, HITEMEFRR.
F244E]FQEPS FEE 2S5t o
FELIIEHI SAIBHQCP BT = T LHEFIFR A S LI 2 TR ST & M1 TIRIE
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«NFERFL: ESGEBINARTT

'~l b~‘ ‘;‘_','

B H3RJR: https://www.163.com/dy/article/H4CTB8RC05327GVA.html
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thFErIR: EICOREHARTT

m FEMEIER

57, 2B FEEARELEREEGE?
https://www.zhihu.com/question/34773362
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thFErIR: EICOREHARTT

" SRS AR S

F, At 2BEFEEAREGEAREE?
https://www.zhihu.com/question/34773362
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thFErIR: EICOREHARTT

n A GETHRINES, —E— &

< Yt
Y JIAQ

F, At 2BEFEEAREGEAREE?
https://www.zhihu.com/question/34773362
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thFErIR: EICOREHARTT

m i B & THRANES, FEIEER

F, At 2BEFEEAREGEAREE?
https://www.zhihu.com/question/34773362
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«NFERFL: ESGEBINARTT

n R ADHImERINEFEERL, ﬂi’,ﬂ]&'
AT LAE J%u: 1DJ5FE|J7’3‘_E (AEYB) FTHEF

n FTAEFHAINHEN S ZEEIER

HF, A 2ETERENRELEABEER?
https://www.zhihu.com/question/34773362
2024/6/12 {Quantum Computing) 69



thFErIR: EICOREHARTT

m HHF]3

2024/6/12

v

\

A

W

SRRSO ECEDINIER

{Quantum Computing)

57, 2B FEEARELEREEGE?
https://www.zhihu.com/question/34773362
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thFErIR: EICOREHARTT

n ZE—HRE l—'EI’JEErj, ?)E%DiEEﬂ i ysrab
FIREm, [SREHEE

A

57, 2B FEEARELEREEGE?
https://www.zhihu.com/question/34773362
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*NFERIEL . EEIGER

m FBEBIAES
LIEF 18

UET FEE1E, 1)

<

2024/6/12

_ﬂ]ﬁér{”m:u

{Quantum Computing)

BIAE 1T
iﬂ]L{m,

\}-L\
15/

N

57, 2B FEEARELEREEGE?
https://www.zhihu.com/question/34773362
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«NFERFL: ESGEBINARTT

EEEBINREASEITEIFINEE, it
2R, Z"E H,E"JEEFJ%% SXEH A5
IS Fﬁ L @ FIEEGE ﬂ:l.EI'J——Exo

57, 2B FEEARELEREEGE?
https://www.zhihu.com/question/34773362
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«NFERFL: ESGEBINARTT

m ZYJEEE A
o ETE—XIMPERF, KHDFIZ5AlIceFIBob

1 1 1
5 |a0> |b0> + §|a0> |b1> + ﬁ|a1> |bo> —|—0|a1> |b1>

o MANRBITNE, NIRIEM==EA:
> OOMIgEERF1/4
> OTHIIEEERF1/4
> 10HIEEER R 1/2
> TR A0

FFETF: (AANTERETIHED , ChrisBernhardt®, FESC&E, PR TALHRM, 20204
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«NFERFL: ESGEBINARTT

m R Allcel#_ﬁiiJ &, BobigBilllE

§|0»0> |bo> + 5 |a0> |b1> + —= 2 |al> |b0> —|—0|a1> |b1>

— laoy (100> + 3 10 ) + lan) (\}5 bo> +0|b1>>

1
1bo) +

= st (5 + 5w+

> BRERIIARE, FrLUASRHZERT

> afFARSIRIEZRRE, AlicelUNZEIORIEEER 91/2, N
219 791/2

> WNRAliceXlBUZEI0, NbHFIRES flbo>+ b+ HER
AlicedZEIT, NIbRIFARZEIT 160>
RETF: (ANTERETHED) , ChrisBernhardt®, FREC&R, HURTALHARA, 20204
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«NFERFL: ESGEBINARTT

n RiBobi#iTNE, AliceixBlE

2100 10>+ g la0> 1) + =l ) +0ler> 6

( ooy + 7 |a1>) o> + (5 lao> +0law> ) 16>

B \/7 ﬁ 1 = NI 4
— (ﬁ' D>+ f' 1>) 5 b0y + (Llaoy +0larp) 516> % H55 Py Ay Hoky

> BRERIIARE, FrLUASRHZERT

> bRIFARSIRIEZREE, BobYLMZIORVEE=R93/4, W
Z1p9EEER91/4

> JIRBOLTME, MaKIFHEN 510 + 15 ; JR
BobXLZI1, WatiFIREST lar

KRET: CAANAEMETIFHED , ChrisBernhardt®, ERE XS, TR, 20205
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«NFERFL: ESGEBINARTT

m [RiZAlicefcFBobi{TiE
o AlicedNZIORIHBE=R91/2, TNZI1AIHEZR/A1/2
m [RiZBobscFAliceiH T N=

o AlicelLNZ|OfiERyy L+1-1
> BobILMS%ZE0, Alice/SNUUEIOATHERY ( 3>
> BobIILERT AllceFXJuILJEUOH’JffEEYb x1= 1

o AliceXIIEI1HIBEES L o- |

2

> BObYUMSEEI0, Alice/ERUMEN RIS & (V2] -
> BobiMZeE]1, AliceSILNE1HIE=ZRY %xozo

KETF: (AANTEMETFIHE) , ChrisBernhardt®, ERECEE, PR TILHARM, 20204
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«NFERFL: ESGEBINARTT

m RiRAlicescFBobiH{TN=

o AliceXNZIORIMEZR/91/2, IMZEITRIMEZR/91/2
m [RiZBobscFAliceiH{TNE=

o AlicelUZIORIMEZER91/2, ILME189IMEZR/91/2

e—3 ., HI, Alice JoH: M il i3l it 25 5 o) i L EAT R AE Bob
M2 B2 G, BT 2 95 48 1 jx{Yil’J S Alice #1 Bob
JodaE i TR B AL R ke &, IBAH P —PAEETL
A B — N RIEEAEE .

KRETF: (AANTERETIHEDY , ChrisBernhardt®, ERECERFE, PR T HARAE, 20204F
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«NFERFL: ESGEBINARTT

s (SEEBNFHZIEERINNESR, BET
HiEARE, —BAFRIAMET

n SChR ENENS, RMEXNBERIRL AT AR
ER L BRYAS Y, FeENERXIRIFAHTT

{HAR(F, EARBEERIFBRPIAE
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4. Superdense Coding

m Objective

e Communicate a two-bit message via a qubit

Source: https://en.wikipedia.org/wiki/Superdense coding
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4. Superdense Coding

m Preliminary

e Bell circuit and Bell basis

Example: |00) — |®)
|z CONOT - (H|0) © |0)) = CNOT - ('0>\/g'1> ® |0>)
H
1000 1 1
_|0100] 1 10|10 00y 41y g
1y 000 1| 2|1 210 V2
., 0010 0 1

|OAOB> —|_ ‘1A]-B> |0AOB> o |1A]-B>

‘OAOB> = ‘¢+>: \/5 and |1AOB> —> |®7>: \/i
041p) 4140 0415 —[1,0
0,10 - [0y = 14 B>}2| 1020 ond [LaLgy o [y = 104 B>\/§| 405)
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4. Superdense Coding

m Preliminary

e Inverse Bell circuit

ly> 1 : l T
NN |
0405 + 1415 10405 —1,415)
&) = —10,05> and [®)= — 1405
V2 V2
|\Il+>: |0AlB>\;_§|1AOB> — |0A]-B> and |\Ilf>: |0A]-B>\;§|]—AOB> — |1A13>
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4. Superdense Coding

m The protocol

® prepa ratlonl > . Sender Encodes Bits
repare an are "'"""I
T a Bell Pair by by
Shal‘lng, :"--B-l-I-P----: . :AL‘ l !
: T il
encoding, 5 ; |
sending, and : °1* 5 4
: ' 0 E . .
decoding ; : Receiver Decodes Bits

____________

________________

Source: https://en.wikipedia.org/wiki/Superdense coding
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4. Superdense Coding

m Step 1: Preparation

e The protocol starts with the preparation of an

entangled state, which is later shared between

Al I Ce a n d B O b NP Senc:i_e_r_EpEo_d_e:.: Bits
a Bell Pair P by by :
------------ ' dl} {jz .

0405) 41415

0y ¥

_______________

____________

________________

Source: https://en.wikipedia.org/wiki/Superdense coding
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4. Superdense Coding

m Step 2: Sharing

2024/6/12

The qubit denoted by subscript A is sent to

Alice and the qubit denoted by subscript B is
sent to Bob ety ST s

0405) 41415

_______________

____________

________________

Source: https://en.wikipedia.org/wiki/Superdense coding
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4. Superdense Coding

m Step 3: Encoding
e Alice can transform the entangled state |®*) into

any of the four Bell states (including, of course [®"))

Sender Encodes Bits

Prepare and Share

Intended Message Applied Gate Resulting State (-\/5) :,_f'_B_e’_‘ P?f_f__i ; 55 ﬁ
00 I 100) + [11) § A
10 X 01) + |10) E ¢
01 Z |00) — [11) : | :?fie_“ie_fPFE?d_e_s_Bi"E:
11 zX ~|01) + 10) L. E

____________
________________

Source: https://medium.com/geekculture/understanding-superdense-coding-c10b42adecca
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4. Superdense Coding

m Step 4: Sending
e Alice send her entangled qubit to Bob using

a quantum network through some conventional

p hyS i C a I m e d i U m NP Senc:i_e_r_EpEo_d_e:.: Bits

_ aBellpair __ L '
R B €

Receiver Decodes Bits

_______________

puss

____________
________________

Source: https://en.wikipedia.org/wiki/Superdense coding
87
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4. Superdense Coding

m Step 5: Decoding

e Bob applies the inverse Bell circuit to decode the

two qubits

Sender Encodes Bits

Bob Receives: After CNOT-gate: After H-gate: P’EP:;Z;’;‘;;"“ by by L
e A
|00) + |11) 100) + |01) 100) | “”@
101) + |10) 111) + |10) 110) | E | le
00) — [11)  |00) — |01) |01) ;o i [ Receiver Decodes b
~ _ i o+ HA-b !
01) +[10)  —[11) + |10) 1) | L #b

____________
________________

Source: https://medium.com/geekculture/understanding-superdense-coding-c10b42adecca
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4. Superdense Coding

m Discussion

e Secure quantum communication

» without access to Bob's qubit, Eve is unable to get any
information from Alice's qubit

» an attempt to measure either qubit would collapse the state
of that qubit and alert Bob and Alice

Source: https://en.wikipedia.org/wiki/Superdense coding
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*NFERTFL
= BTISTAHER vs. BRI

=@ fha] i /T FIBITR
LAl (Alice -> Bob) (Bob)

B TFREEAS (2) REEEFE ()N EFEeE
B = AL ) EFEeEF 2 &Zutkds
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Conclusion

m Classic cryptography
® private-key cryptography
® Key exchange

m  Quantum key exchange (EF{RZEI)
® BB84 protocol
® B92 protocol
® EPR protocol

m  Quantum teleportation (EFRFES)
® Canonical and non-canonical bases

® The protocol: entanglement, interaction, measurement, reconstruction
m  Superdense coding (HBZYRL)
® Inverse bell circuit

® The protocol: entanglement, sharing, encoding, sending, decoding
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